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;Que es el ransomware!?

* El ransomware es un tipo de software
malicioso el cual tiene como principal
objetivo el bloquear el acceso a la
informacion o sistemas de computo,
la mayoria de las veces a traves del uso
de técnicas de cifrado de informacion, y
demandando el pago de un rescate al
propietario de la informacion a cambio
de que ésta sea liberada.

&' Wana Decryptor

'What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on Can I Recover My Files?
5152017 16:32:52 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.

: But if you want to decrypt all your files, you need to pay.
'You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
|We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?
1912017 16:32:52 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
IAnd send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am =
mnemm e ael sl s

Time Left

Send $300 worth of bitcoin to this address:

bitcoin
PlaaaiNtad | 12t9YDPgwueZ9NyMgw519p7AA8isjré SMw Copy

Contact Us



Impacto de un ataque de ransomware

Hoy en dia el ransomware afecta a organizaciones de todos los sectores,
generando efectos negativos muy variados, que van desde la perdida de
informacion, hasta afectaciones economicas e incluso perdida de vidas.
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The Duesseldorf University Clinic’s systems have been disrupted since last Thursday. 200 200
The hospital said investigators have found that the source of the problem was a hacker
attack on a weak spot in “widely used commercial add-on software,” which it didn't 0 5 © Listentoartice (Zminutes) B TRy
identify. 15 15
s  consequence, ystms gradualcashedand th osptal was e o cess - 0 Mhen el e ais STl o R B0
data; emergency patients were taken elsewhere and operations postponed. ave hier baby, she had no idea the Alabama hospital was deep In the midst of a
ransomware attack.
The hospital said that that “there was no concrete ransom demand” It added that there 50 50 ) )
are no indications that data is irretrievably lost and that its IT systems are being For nearly eight days, computers had been disabled on every floor. Areal-time
gradually restarted.
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sectores son los mas afectados

Infrastructure Sectors Affected by Ransomware

Defense Industrial Base
Water and Wastewater Systems
Emergency Services
Chemical

Energy
Communications
Transportation

Food and Agriculture
Commercial Facilities
Financial Services
Information Technology
Government Facilities
Critical Manufacturing

Healthcare and Public Health
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Tomado de: Internet Crime Complaint Center (IC3) Reporte 2023



El ciclo de vida del ransomware

El ransomware se caracteriza
por tener un comportamiento
muy especifico que puede ser

asociado a un ciclo de vida: Ao il i > g
* Acceso i e
* Compromiso

* Descarga/Movimiento latera

* Suscripcion al C&C
* Exfiltracion de datos =

 Cifrado de datos

* Solicitud de pago de rescate



Familias de ransomware

Si bien existe una gran variedad de ejemplares de ransomware, este puede
clasificarse en torno a familias, las cuales definen un conjunto de
caracteristicas comunes.

Top Ransomware Variants Affecting Critical Infrastructure
2023

Black Basta - 41
roval N <
ara - |

ALPHV/BlackCat 100

LOCKBIT 175
Tomado de: Internet Crime Complaint Center (IC3) Reporte 2023



(Qué impulsa la propagacion de ataques de

ransomware!

Top 50 ransomware strains by median payment size and payment frequency

Note: Bubble size denotes total 2023 ransom inflows

Total value received by ransomware attackers, 2019 - 2023 ool @boPos
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(A donde van los pagos?

Destination of funds sent from ransomware wallets, 2022-2023

B Underground exchange Sanctioned entity P2P exchange [ Mixing Instant exchanger No-KYC exchange
[ Gambling [ Centralized exchange [l Cross-chain bridge
100%
3AM/Royal
Ransomware

75%

A 4

@

Share of all value received from ransomware wallets

Royal - 50%

Ransomware Trickbot
Group
Administrator

- stern -

25%

Royal .
Ransomware 0%
1/1/2022 7/1/2022 1/1/2023 7/1/2023
© Chainalysis

Tomado de: Ransomware Payments Exceed S1 Billion in
2023, Hitting Record High After 2022 Decline
FEBRUARY 7, 2024 | BY CHAINALYSIS



Ciclo de vida de defensa ante ransomware

Ransomware Defense Life Cycle

?fe“\Cident

The defense life cycle is a
continuous process of
Preparation, Prevention,
Detection and Mitigating
— Attacks. When a
ransomware attack is
successful, the Recovery
and Root Cause Analysis
phases are triggered.

Source: Gartner
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Gartner



Medidas preventivas: proteccion de respaldos

Ante un ataque de
ransomwar’e’ IOS Backup System Weak Points
respaldoos se O sackup ot ercation

Administrator . ..
+ Retention policies
Console

» Data movement
. Backup_catalog creation 9 Backup System
and maintenance Components

» Storage of backup and
backup catalogs

o Backup Storage

Source: Gartner
779970_C

Gartner



Medidas preventivas: deteccion temprana

Si bien entendemos que
hay una alta exposicion
ante un ataque de
ransomware, en el caso
de un ataque, la clave es
la deteccion temprana
para contener su avance
dentro de una
organizacion.

Early Detection of Ransomware Attacks

Scan for, and
Quarantine
Malware
Inbound Backup Data Bagkup
Application

E Malware

' Alerts
E Anomaly Alerts
....................................... }

Source : Gartner

779970_C
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Backup
Repository

N~

SIEM Tool

Gartner



Deteccion por analisis de actividad de red: Caso

de estudio Windows/WannaCry

 Este caso de estudio se centro en analizar el
comportamiento de muestras de la familia

WannaCry dentro de un entorno de red SMB e Freesen
(Windows+Samba) o
|
* Este proyecto se desarrollo como la tesis de | f
maestria "Ransomware Detection Mechanism | : i
Based on a Remote Service Architecture” por L i
Arturo Hernandez Balderas @ CIC-IPN | ooy |
Rename . ,..Y...
| Example file wncry q eSte,t( plefs T . Qcittgn;ﬁfeL;wegs
g Local Network 3 | | exampS I e\./felzle wnery | Y |
Client 1 | | delete Example file @f&g"ﬁﬁ;&%
Windows 7 Starter x86 SAMBA server v feeeeeeneeene
v

192.168.56.101/24 Debian 9 x86
192.168.56.2/24
FIGURE 4.2: Crypto-Ransomware General Behavior with SAMBA
FIGURE 4.1: RDM Network topology



Estrategia de analisis: Desarrollo de plataforma

Advanced Test Execution Engine (ATEM)

! ) HSR Sample : |
i —>0> Clean Snapshot Client 1 tion |
i Restore of the clean spnapshot |
! —> Log DAS = |
i original Files from ExDB —D

! L at Active Directory Server

i —]> Network DAS l
! Restore of the original files |
ActiLe.D'u;ec.tnry.S.ewice.S.e.r.venEx.e.cqti.on_.._.._.._.._..§_.._.._.._.._.._..|

® ® ® o}

FIGURE 4.3: Advanced Test Execution Engine (ATEM)



Advanced Test Execution Engine (ATEM)

(LM Data Analysis

/ Virtual Driver \ (Statistic Inference (SI) analysis N
4 . " i N 4 N - Probability Density Function Definition .
Active Directory Service End Device Instance r<| - Defined Numeric Thresholds SI= Mode)

INPUT Instance Beggining of - Tolerance definition
) a new test

File Dataset
sample

/.

< Mounted Unit /Machine Learning (ML) analysis

- Naive Bayes

Client Software End device Software ot ] ] | - Decision Trees ML - Model
Sample - = b Sample Execution Virtual Driver _KNN S
—_ < Network wg| Start execution hi
$ Interface signal \_ - Support Vector Machine )

Active Di
| W I
v bt &
I Ly 5= o —
A v <
Se;\;e;“f:;t;v:re > {C Server software Execution )}

Stop Signal execution Stop Signal execution|

Parameters to N ¢ Network ||
DAS
capture ;

OUTPUT

Test Timeout e | — ] Virtual Driver

Stop signal
o Labeled o Labeled
Network behavior data Log behavior data - csv format labeled data
- Execution parameters
- Server Sotware parameters
Cleaning of the . Restore of the clean stage :T.\L::;o::i::r::::::ers
Number gf____ | — |l _|shared Active Directory file dataset | |snapshot Virtual Machine Virtual Driver - Network state parameters
test executions — T T T~ |71 cleaning Stage

> . VAN y, ~)

FIGURE 4.4: General Integration Architecture of ATEM



Seleccion de caracteristicas: Log SMB y

cohexiones de red

1 09:53:13.871923 IP 192.168.56.101.40896 > 192.168.56.2.445: Flags [R.],
seq 1991156305, ack 496351864, win 237, length 0

2 09:53:13.871966 IP 192.168.56.101.40902 > 192.168.56.2.445: Flags [R.],
seq 672902731, ack 18224749, win 237, length 0

5 09:53:13.871997 IP 192.168.56.101.40898 > 192.168.56.2.445: Flags [R.],
seq 652154560, ack 1518566147, win 237, length 0

4 09:53:13.872031 IP 192.168.56.101.40904 > 192.168.56.2.445: Flags [R.],
seq 1706645214, ack 3328629495, win 237, length 0

5 09:53:13.872065 IP 192.168.56.101.40906 > 192.168.56.2.445: Flags [R.],
seq 226177709, ack 166581114, win 237, length 0

LISTING 4.2: tcpdump raw output

idPrueba time IPSource SourceP IPDest DestP flags
WC09-6  09:53:13.871923 192.168.56.101 40896 192.168.56.2 445 [S]
WC09-6  09:53:13.871966 192.168.56.101 40902 192.168.56.2 445 [S.]
WC09-6  09:53:13.871997 192.168.56.101 49800 192.168.56.2 445 []
WC09-6  09:53:13.872031 192.168.56.101 40898 192.168.56.2 445 [P]
WC09-6  09:53:13.872065 192.168.56.101 40906 192.168.56.2 445 []

@ TABLE 4.1: Parsed output of the network data with the N-DAS



Parsing de el log de SMB

Timestamp—‘L Operationl

¢— Operation Num

788

(close normal file)

d2017f07106 20:01:12.446868] 2] ../source3/smbd/closelc:
kari

closed file Archivo-48.txt (numopen$S) NT_STATUS OK

0 L
User numopen

FIGURE 4.5: SAMBA Log Output



Entorno de experimentacion

Client VM Server VM
SAMBA server
- - - - —_ — — = I -
C 2
| Clean .7
Snapshot I =
) =
I
l Clean State D —
| Files
I CleanSnapshot
I_ D e —— Delete encrypted
Execution of | Files and restore
| Ransomware | Original files
Encrypted Files
| Disabled 0S | i
lDisabIed VM State N
—Return to the CIeanSnapJ

FIGURE 4.6: Automated VM execution diagram



Comportamiento observado de puertos SMB

abiertos concurrentes (numopen)

WC-38 numopen Behavior

\\ ~ W:m s ,M
T
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56 160 360
FIGURE 5.4: numopen analysis in WC38 ransomware labeled experi-
ment
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Motor de deteccion por inferencia estadistica

Data
Acquisition

g e ]

/ Network Time / / Log numopen / | |
Sampling
i l | Time

Monitor time Variation

Monitor mas numopen ¢

Indicate that

Ransomware
activity has been

detected

Restart the sampling
times and clear all
the measured
variables

numopen > 7
Time Var < 2.51

FIGURE 5.12: S.I.R.D.M. flow diagram



Motor de deteccion por inferencia estadistica

etection Perioc
:/:!}g'i?;: — irr:{ce:cvg\:li(ty 47/ time \./ariation // bé‘ '
° :
e ¢

Naive Bayes numopen
Classification

SVM Time Variation
Classification

FIGURE 5.16: MLC-RDM implementation basic flowchart



Deteccion por llamadas al sistema y permisos:

Caso de estudio en Android/

* En este caso de estudio se analizo el
comportamiento  del ransomware
dentro del entorno de dispositivos
moviles Android, tomando como base las
llamadas al APl de Android por el
malware.

* Este proyecto se desarrollo como el
Trabajo Terminal “Modelo para deteccion
de ransomware en Android con el uso
de sistemas inmunes artificales” por

Valeria Rosas Zuniga @ UPIITA-IPN

How to unlock your device.

To unlock your device and avoid other
legal consequences you are obligated to
pay a fine of 5100 Payment of the fine is
done by GreenDot MoneyPak payment
voucher. After payment is made your
device will be unlocked and legal actions
will not be taken.

—
MoneyPak

Please follaw the mstruchons on the right

Fine payment must be made within 48 hours
InCuding weekends snd holdays

Code

Legal notice

Legal scbon if nobos penad not sarvsd

I you do not pay thi line ssthin 1he lime pedod of 48
hours, appropidate segal acton will be taken,

To unlock yaur device and avaid other legal
consequences you are ablgated to pay a fine of 5100




Llamadas al sistema: CryptoAPI

Nombre de la API

Clases

android.security.keystore

KeyGenParameterSpec, KeyProperties, KeyInfo

javax.crypto

KeyGenerator, Cipher, SecretKeyFactory

java.security

MessageDigest, Security, KeyStore

androidx.security.crypto

EncryptedFile, MasterKey, MasterKeyKt

javax.crypto.spec

DESKeySpec, DESedeKeySpec, SecretKeySpec

java.io

ByteArrayOutputStream, ByteArrayInputStream

Tabla 3.1: APIs y algunas de las clases comunmente usadas para realizar operaciones crip-
tograficas [7].

System Apps

Dialer Calendar Camera

Java API Framework

Managers
Content Providers
Activity Location Package Notification

View System Resource Telephony Window

Native C/C+#+ Libraries

Webkit OpenMAX AL

Media Framework OpenGL ES

Hardware Abstraction Layer (HAL)

Bluetooth Camera Sensors

Linux Kernel

Drivers

Binder (IPC) IELIE

Bluetooth

Power Management

Figura 3.1: Arquitectura de Android. [1]



Permisos del ransomware

Permiso Descripcién Frecuencia
RECEIVE_BOOT_COMPLETED Comprobar que el dispositivo 2049
fue encencido
WAKE_LOCK Mantiene la pantalla activa 1998
GET_TASKS Recupera informacién sobre 1631
procesos en ejecucion

INTERNET Abre sockets de red 1465

KILL_BACKGROUND_PROCESSES Suele ser utilizado para 1295
detener el proceso de antivirus

READ_PHONE_STATE Lee el estado del teléfono 1200

ACCESS_NETWORK_STATE Lee informacién de la red 1165

SYSTEM_ALERT_WINDOW Crea ventanas que se 965
sobreponen a otras aplicaciones

WRITE_EXTERNAL_STORAGE Escribe al almacenamiento 796

externo
DISABLE_KEY-GUARD Deshabilita Keyguard 701

Tabla 3.2: Permisos cominmente solicitados por un ransomware. Sharma et al. 8] realizaron
el analisis de 2050 muestras de ransomware para definir la frecuencia con la que se solicitan
los permisos listados.



Modelo de deteccion

Fase de analisis estatico

Aplicaciones

benignas
Extraccion | Extraccion Ajuste a tormato | Algontmo de
de metadata "| de permisos de n-grama 7| seleccién negativa
Ransomware l
Almacena
resultado

Fase de analisis dinamico

Tnicio de Inicio de registro Detener ejecucion Procesamiento

. -, ) Ajuste a formato
ejecucton de la —  dellamadasa  —» de strace después —» de las llamadas —»

de n-grama

aplicacion sistema con strace de 10 segundos registradas

2
Calculo de

trecuencias
ay un resultace Actualiza
Ransomware ’ .
posttivo? resultado

Goodware




Sistema Inmune Artificial

detection system nonself

Wse negatives

false positives

universe

Cadena de
caracteres generada
de forma aleatoria

Conjunto
propio

Conjunto de
detectores

Si
v

Desechar

a. Fase de entrenamiento

Cadena de
caracteres de
entrada

Conjunto de
detectores

Si

4

Deteccion de

conjunto no propio

b. Fase de pruebas



Extraccion de caracteristicas

/ PeImissions-1w.csv /

A

Ransomware
Goodware

aapt dum ermissions ; Extraccion de S :
p b p Permisos en | Anadir a archivo
{nombre de la muestra} 9 nombre corto de >
= formato largo . .csv
-apk permisos

\ 4

/ PELMISSIONs-gw.Csv /

1 > aapt dump permissions sampleO.apk
package: it.vetrya.deagostini
3 uses-permission: name=’android.permission.INTERNET’
uses -permission: name=’android.permission.READ_PHONE_STATE’
5 uses-permission: name=’android.permission.WRITE_EXTERNAL_STORAGE’
uses-permission: name=’android.permission.WAKE_LOCK?
uses-permission: name=’android.permission.GET_ACCOUNTS’
uses -permission: name=’com.google.android.c2dm.permission.RECEIVE"’
9 uses-permission: name=’android.permission.ACCESS_NETWORK_STATE’
uses -permission: name=’android.permission.ACCESS_WIFI_STATE’
11 permission: it.vetrya.deagostini.gcm.permission.C2D_MESSAGE
uses-permission: name=’it.vetrya.deagostini.gcm.permission.C2D_MESSAGE’
13 uses-permission: name=’android.permission.RECORD_AUDIO’

~



Extraccion de caracteristicas

Secuencia

write,munmap,munmap

dup,write

epoll_createl,write

dup,dup,write

read,read,madvise

write,read,write,write,write

n
3
2
2
3
3
5




Modelo de deteccion hibrido

Aplicacion aapt dump

Extraccion de
nombre de la
aplicacion y
permisos

[{
Kaalias "name" : apk.name,
—> 1, .515 —  "static": {{resultadol}},
e ]

Lasdetectoreside Se crea un objeto que donde se

las aplicacion se -
P almacena el primer resultado

obtienen y se
comparan contra
los almacenados
en static-
detectors.csv

(1
Ejecuroniel ————Pp| strace [P 1-.\11’zilis.is —> “rs]:ran:ic'.' - ailzr.‘::r:i"cadol}},
emulador dinamico "dynamic": {{resultado2}}
}) see ]
Un dispositivo Las llamadas al La aplicacion se Se actualiza el valor del
emulado es sistema se registran  clasifica comparando resultado dinamico en cada
ejecutado, y la durante 10 las frecuencias de objeto de la lista
aplicacion y segundos y se secuencias
archivos de engario almacenan en un seleccionadas de
son instalados archivo llamada al sistema y

comparando el

resultado con el
rango determinado

con el puntaje z



Resultados analisis estatico

: — r t Precision Exhaustividad Exactitud
Variable Descripcion
r Cantidad de n-gramas. Es la cantidad de secuencias que son 3 15 85.6% 90.29% 88.2%
analizadas dada una lista de permisos correspondiente a una 5 15 85.6% 95.11% 90.60%
muestra individual. Si una muestra cuenta con 22 - ' -
permisos, y r = 3, solo 3 secuencias serdn analizadas. 4 16 85.6% 92.04% 89.1%
t Cantidad de permisos més solicitados por un ransomware. 5 17 85.6% 94.90% 90.5%
Si se tiene un valor de ¢ = 15, solo 15 permisos se
consideraran para la formacién de los detectores. 4 20 85.6% 91.25% 88.7%
5 20 85.6% 93.24% 89.7%
6 20 85.6% 93.65% 89.9%




Resultados analisis dinamico

Variable Descripciéon ciy—ci; z goodmatch m Precision Exhaustividad Exactitud
- Tamaio del n-grama, >5 175 (30,110) 6 85.6% 80.04% 82.13%
ci, — ci;  Diferencia entre limite. superior y.limite inferior. i ;l };g ((320(;,18100)) 2 8815'3632 288;1;2 23;2;’;
2 Valor del puntaje z dependiente del >4 178 (10,1100 6 70.13%  83.75% 78.26%
porcentaje de confianza. >5 182 (30,1100 6  69.6% 66.58% 67.33%
goodmatch Intervalo de coincidencias para las >5 175 (25,1100 6 81.33% 81.55% 81.46%
secuencias correspondientes a goodware >2 1.9 (30,1100 6 78.4% 77.16% 77.60%
>5 1.80 (30,100) 6 85.33% 77.29% 80.13%
>5 175 (30,110) 3 62.93% 83.98% 75.46%
>3 1.80 (30,110) 3 31.46% 77.63% 61.19%
>0 1.75  (30,110) 5 70.93% 78.93% 76.0%




Resultados analisis

Precision Exhaustividad Exactitud

99.77% 72.0% 80.0%

TP
precision = TP + FP
recall = rp
TP+ FN
- TP+ TN
ey = Tp Y FP+ FN + TN
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